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On October 6th, the European 
Union’s most superior Court 
stroke down the Safe Harbor 

data-transfer agreement with U.S and 
declared it invalid. The Safe Harbor 
failure is likely to have major impact 
on some 4,500 companies, which 
relied on it to operate businesses in 
the region. Large part of the affect-
ed companies are likely to be out-
sourcing, IT and other EU subsidized 
companies of large multinational cor-
porations that needed to export per-
sonal data to the US headquarters or 
relied on US data processing compa-
nies, using Safe Harbor as the easiest 
tool to legitimize data transfers from 
EU to the US (see our previous article 
for data processing by outsourcing 
companies: [http://www.outsourc-
ing-destinations.org/bulgarian-out-
sourcing-guide/]. 

Data transfers from Bulgaria to the 
United States would not be affected 
due to the more cautious and con-
servative approach of the local DPA, 
based on which Safe Harbor was nev-
er regarded as a separate ground for 
data transfers in Bulgaria. However 

any multinationals with operations, 
and therefore conducting transfers 
not only from Bulgaria, but also from 
other EU Member States, would need 
to carefully review their current prac-
tice and any reliance on the Safe Har-
bor in other jurisdictions.

Background

Under the European Data Protection 
Directive (1), transfers of personal 
data outside the European Economic 
Area are only allowed if the receiving 
country provides an “adequate level 
of data protection”. Whilst the Unit-
ed States basically does not provide 
for such safeguards, the EU/US “Safe 
Harbor framework”(2)  created a priv-
ilege allowing US corporations to 
self-certify themselves according to 
the seven Safe Harbor privacy prin-
ciples (implementing EU/EEA data 
protection standards). Data transfers 
to Safe Harbor certified companies, 
thus, were exempt from approval re-
quirements. 
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In 2014 the Austrian data pro-
tection activist, Max Schrems, 
initiated a case to stop any fur-
ther transfer of personal data 
by Facebook Ireland to the 
USA, questioning whether the 
security of the data and the 
data subjects’ right of privacy 
are indeed ensured under the 
Safe Harbor framework. In the 
subsequent proceedings, sev-
eral questions were referred to 
ECJ inter alia whether national 
authorities are bound by the 
Commission’s assessment of 
Safe Harbor’s adequacy and 
whether the Safe Harbour De-
cision provides sufficient safe-
guards for the data transfers. 
In the proceedings before ECJ, 
the Safe Harbor was heavily 
criticized by the Advocate Gen-
eral, which ultimately led to the 
abolition of the Safe Harbor 
framework.

Advocate General’s 
Opinion

In light of the recent US privacy 
scandals the Advocate General 
of the ECJ, Yves Bot, questioned 
the validity of the Safe Harbor 
framework primarily due to 
mass surveillance measures 
applied by US authorities. The 
AG also held that the access 
of personal data by US intelli-
gence services was inherently 
disproportionate and consti-

tuted an unwarranted interfer-
ence in EU citizens’ rights to pri-
vacy and data protection. Yet, 
European citizens did not have 
any legal means to prevent the 
collection of data by US intel-
ligence services through US 
courts. Moreover, the Safe Har-
bour Framework itself allows 
derogation of the Safe Harbour 
principles for the purposes of 
US national security, public in-
terest and law enforcement pri-
orities.

European Court Of 
Justice Ruling

The ECJ’s ruling upheld the 
AG’s arguments. ECJ further 
noted that before concluding 
the Safe Harbour Framework, 
EC never assessed whether, 
notwithstanding the Safe Har-
bour principles, US legislation 
itself provides adequate level 
of protection of personal data. 
Respectively, the ECJ ruled, in-
ter alia, that the US Safe Har-
bour Decision should be inval-
idated.

 

CONSEQUENCES

What was the impact? 

Without the Safe Harbor, Eu-
ropean data controllers are 
no longer going to be able to 

transfer data to US-based com-
panies or outsource data pro-
cessing to US data processors 
on the basis of evidencing Safe 
Harbor certification by the US 
party. Therefore, current data 
processing relations construct-
ed on the ground of the Safe 
Harbour Framework may no 
longer be supported by the 
local DPAs which could poten-
tially lead to business interrup-
tions in the international rela-
tions implying data transfers.

Whom does it impact?

Implications (through the Oc-
tober 6th decision) are mostly 
created for the big exporters 
of personal data which com-
monly process data transfers 
to US on almost daily basis or 
companies which relied on a 
Safe Harbor certified provid-
er for data transfers between 
EU and the United States. That 
being mostly BPO and IT com-
panies, together with large US 
based corporation with strong 
EU presence.

What is the solution?

The first step of any impact-
ed entities would rather in-
volve a careful review of their 
cross-border data flows to the 
United States to identify the na-
ture if the data transfers (type 
of data subjects, scope of per-
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sonal data, etc). Those compa-
nies should further consider al-
ternative methods, applicable 
to their data transfer, to autho-
rize their future exports. Such 
may include i) grounding data 
export on the prior consent of 
the data subjects, ii) introduc-
ing Binding Corporate Rules, 
in order to allow intra-group 
transfers(3), iii) implement-
ing certain EU Model Contract 
Clauses(4) , iv) seeking individ-
ual approval of the local DPA 
based on contractually agreed 
data projection measures. An-
other option will remain for 
companies, where applicable, 
to proceed with transferring of 
anonymous data which would 
fall out of the scope of the EU 
DP laws. 

The Impact Of The 
Ruling In Bulgaria

In Bulgaria the impact of the 
‘striking down’ decision is 
hardly going to produce any 
substantial effects. The Bulgar-
ian Commission for Personal 
Data Protection (CPPD) never 
regarded the Safe Harbor cer-
tification of a US company as 
a separate ground exempting 
the data transfers from the as-
sessment of the CPDP. 

The latter has stated in a num-
ber of cases that since the EC 

Safe Harbour Decision does 
not in general evidence ade-
quate level of data protection 
in the United States but rather 
certifies such level only with re-
gard to certain subjects - who 
had declared to abide to the 
so-called Safe Harbor rules for 
a limited period of time - the 
EC Safe Harbour Decision is not 
one of automatic recognition 
by the local authorities. The 
CPDP has further compared 
the Safe Harbour Decision with 
those EC decisions which as-
sess the overall adequacy of 
the data protection rules in a 
particular country(5) (so called 
adequacy decisions of the EC). 
The adequacy decisions are 
grounded on an in-depth anal-
ysis on the safeguards set forth 
in the respective local legisla-
tion and do indeed ground an 
automatic exemption of local 
assessment procedure before 
the CPDP.

Having that in mind, local res-
ident outsourcing & IT compa-
nies in Bulgaria rarely rely on 
Safe Harbor but construct their 
international networks for data 
transfers on locally applicable 
legal grounds, i.e.:

a. legal grounds which do not 
require permission by the 
CPDP:

- Model Contract Clauses – as 
mentioned, these are standard 

contracts approved by the EC;
- Adequacy decisions of the EC 
– referring to countries where 
the EC already recognized ap-
propriate level of data protec-
tion.

b. legal grounds which re-
quire permission by the 
CPDP:

- Adequacy decision ad hoc – 
individual contracts where par-
ties have agreed (or adhered 
to) safeguarding rules requir-
ing individual assessment by 
the CPDP;
- Explicit consent or other jus-
tifiable grounds - transfers of 
personal data are based on the 
data subject’ prior consent or 
has grounded the transfer on 
other recognized legitimate 
grounds listed in the local 
laws(6).

It is for those reasons that the 
impact of the invalidation of 
Safe Harbor is to be felt on the 
EU level, rather than strictly in 
Bulgaria, where EU business-
es will have to find new routes 
for transferring personal data 
across the Atlantic.

Footnotes: 1. Directive 95/46/EC of 
the European Parliament and of the 
Council of 24 October 1995 on the 
protection of individuals with regard 
to the processing of personal data 
and on the free movement of such 
data (OJ 1995 L 281).
2. Commission Decision 2000/520/EC 
of 26 July 2000 pursuant to Directive 
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95/46/EC of the European Parliament 
and of the Council on the adequacy of 
the protection provided by the Safe 
Harbor privacy principles and related 
frequently asked questions issued by 
the US Department of Commerce (OJ 
2000 L 215).
3. It should be noted that only some 
Member States recognize Binding 
Corporate Rules as a separate ground.
4. European Commission,  Model 
Contracts for the transfer of personal 
data to third countries.
5. The Commission has so far recog-
nized Andorra, Argentina, Canada 
(commercial organisations), Faeroe 
Islands, Guernsey, Israel, Isle of Man, 

Jersey, New Zealand, Switzerland, 
Uruguay and the US Department of 
Commerce’s Safe Harbor Privacy Prin-
ciples as providing adequate protec-
tion.
6. Art. 36a, para. 7 of the PDPA spec-
ifies that transfers to third countries 
may be allowed also on any the fol-
lowing grounds: a) the individual to 
whom such data relates has given 
his/ her explicit consent; b) the trans-
fer is required for the execution of 
a contract between the individual 
and the data controller, as well as for 
any actions preceding the execution 
of the contract undertaken at such 
person’s request; c) the transfer is re-

quired for the conclusion and execu-
tion of a contract accomplished in the 
interest of the individual between the 
data controller and another contract 
party; d) the transfer is necessary or 
required by law due to an important 
public interest, or for the establish-
ment, exercise or defence of legal 
claims; e) the transfer is necessary in 
order to protect the life and health 
of the individual to whom such data 
relate; f ) the data originates from a 
public register accessible pursuant 
to rules and conditions stipulated in 
a law.
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